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INTRODUCTION

ASEAN seeks to transform itself into an innovative and competitive region through the use of Intellectual
Property (IP). IP plays an important role in the conduct of trade and the flow of investment among the
ASEAN Member States. The ASEAN member states are increasing their cooperation in IP to provide a
firm basis for economic progress and to achieve both the realisation of the ASEAN Economic
Community and prosperity among the ASEAN Member States.

The ASEAN IPR Action Plan 2016-2025 is designed to meet the IP goals of the ASEAN Economic
Community. It helps ASEAN IP Offices adopt modern business models and practices and brings about
a more competitive and productive ASEAN region through the effective exploitation and enforcement
of IP. The ASEAN IPR Action Plan 2016-2025, comprises of four strategic goals:

0] Strategic Goal 1: A more robust ASEAN IP System is developed by strengthening IP Of-
fices and building IP infrastructures in the region;
(i) Strategic Goal 2: Regional IP platforms and infrastructures are developed to contribute to

enhancing the ASEAN Economic Community;

(i) Strategic Goal 3: An expanded and inclusive ASEAN IP Ecosystem is developed; and

(iv) Strategic Goal 4: Regional mechanisms to promote asset creation and commercialization,
particularly geographical indications and traditional knowledge are enhanced.

Initiative 12 under Strategic Goal 3 focusses on Implementation of a Regional Action Plan on IPR
Enforcement. This seeks to improve information awareness activities (including development of
information materials) on IP enforcement in the region. This Initiative addresses the lack of IP
enforcement information, which affects transparency and prejudices the owners of IP in ASEAN
Member States.

This IP enforcement manual seeks to provide all IP owners, IP holders or other interested parties with

a clear explanation of the IP enforcement procedures in all 10 ASEAN Member States. The manual

was developed under the Financial Sector and Intellectual Property (FSIP) programme, a component

of the ASEAN Economic Reform Programme funded by t
Prosperity Fund.

ASEAN Member States have differing legal systems and different procedures for IP enforcement,
however, these are all consistent with the provisions in the World Trade Organisation Trade Related
Aspects of Intellectual Property Rights Agreement (TRIPS Agreement). The TRIPS Agreement covers
many forms of IP; however, the most commonly used IP enforcement procedures are for trademarks
and copyrights. The illegal acts that trademark and copyright enforcement procedures cover are
commonly called counterfeiting and piracy respectively. Trademark and copyright enforcement
procedures generally include criminal, civil, customs and administrative remedies. Set out in this
Handbook are the trademark and copyright enforcement procedures for all the 10 ASEAN Member
States.

These IP enforcement procedures are up to date as of December 31st, 2019. Users of this Manual
should take local legal advice to ensure accuracy.



BRUNEI DARUSSALAM

The manual was developed under the Financial Sector and Intellectual Property (FSIP) programme, a
component of the ASEAN Economic Reform Programme

government Prosperity Fund. This Chapter was drafted by Rouse & Co International in cooperation with
Ahmad Isa & Partners, Brunei.
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IP ENFORCEMENT i BRUNEI DARUSSALAM

1. THE IP ENFORCEMENT SYSTEM

The procedures and rules for IP enforcement are set out in written laws in Brunei such as in the Trade
Marks Act (Cap 98) and the Copyright Order, 1999. The common law doctrine of passing off may also
apply to Brunei for IP enforcement. Laws of Brunei provide various civil and criminal remedies and
enforcement measures.

2. TRADEMARKS AND COPYRIGHT

Trademark

The authority dealing with trademarks is the Brunei Darussalam Intellectual Property office.
Trademarks are also protected under the common law doctrine of passing off besides registration
under the Trade Marks Act (Cap. 98). Brunei is the 98" Member of the Madrid Protocol (international
registration system).

Reqgistration in Brunei is not compulsory prior to use but there are advantages in registering a
trademark. If a trademark is registered, the owner acquires statutory and proprietary rights under the
enabling legislation which are established and definite in nature. Protection of a registered trademark
begins from the date on which the application for registration was filed.

Copyright

The legislation governing the protection of copyright in Brunei is the Copyright Order 1999 and
amended in select sections by the Copyright (Amendment) Order 2013. Protection of copyright is
automatic thus there is no formal procedure for registration in Brunei. There is no registry or any
departmentin Brunei that accepts registration of copyright. The categories of work that the Copyright
Order protects are literary works, dramatic works, musical works, artistic works, films, sound
recordings, broadcasts, cable programmes and published editions.

3. CRIMINAL IP ENFORCEMENT
3.1.1 Criminal acts defined in the Trade Marks Act

Trademark infringement occurs when the infringer does any of the act stated under the Trade Marks
Act. The relevant provisions considered to be infringements under the Trade Marks Act are:

A Unauthorised use of trademarks in relation to goods [Section 95];

A Falsely representing trademarks as registered [Section 97];

A Counterfeiting trademarks used by another [Section 98];

A Having possession of instruments for counterfeiting any trademark [Section 99];
A Importing or selling goods marked with a counterfeit trademark [Section 100];

Falsely applying registered trademarks to services [Section 101]; and

Unauthorised use of trademarks resembling the Royal Arms [Section 102].



3.1.2 Criminal procedure

3.1.2.1. Police

There are laws allowing a registered trademark owner to lodge a police complaint against a counterfeit
product. We can lodge a complaint to the Royal Brunei Police Force for the counterfeiting activity and
request the police to investigate for the purpose of commencing criminal prosecution. The police may

conduct a raid and seize the counterfeit Ipercaleduct .

to assist the police.
3.1.3 Criminal Penalties under Trade Marks Act

The court may order the following penalties: -

A Under Section 94(6), any person found guilty of unauthorised use of trademark in relation
to goods is liable on conviction to imprisonment for a term not exceeding 10 years, a fine
or both.

A Under Section 96(3), any person found guilty of making, or causing to be made, a false
entry in the register of trademarks is liable on conviction to imprisonment for a term not
exceeding 5 years, a fine not exceeding $50,000.00 or both.

A Under Section 97(1), any person found guilty of falsely representing trademark as regis-
tered is liable on conviction to a fine not exceeding $10,000.00.

A Under Section 98(1), any person found guilty of counterfeiting trademark used by any other
person is liable on conviction to imprisonment for a term not exceeding 5 years, a fine not
exceeding $10,000.00 or both.

A Under Section 99, any person found guilty of making or possession of instrument for coun-
terfeiting trademark is liable on conviction to imprisonment for a term not exceeding 5 years,
a fine not exceeding $100,000.00 or both.

The court may also make the following orders under the Trade Mark Act: -

A Under Section 17, order for the erasure of the offending sign from the infringing goods.

A Under Section 18, order for delivery up of any infringing goods, materials or articles that
are in the possession, custody or control of the infringer in the course of business.

A When the court makes an order under Section 18, the court may also make an order under
Section 21 for the disposal of the infringing goods, or where there are grounds for the order
for the disposal of the infringing goods, or where there are grounds for the order for dis-
posal of the infringing goods.

Before making an order for disposal, the court shall consider what other remedies are available that are
adequate to compensate the proprietor and to protect his interests.

3.1.4 Defences to trademark infringement

Under Section 94(5), it is a defence for a person charged with an offence of unauthorised use of
trademark in relation to goods to show that he believed on reasonable grounds that the use of the sign
in the manner in which it was used, or was to be used, was not an infringement of the registered
trademark.

3.2 COPYRIGHT

3.2.1 Criminal acts defined in the Copyright Order

Criminal offenses amounting to Copyright and/or Related Rights infringement are laid down under
Sections 203, 204, 204A, 204B, 205, 205A, 205B, 207 and 208.
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3.2.1.1. Devices designed to circumvent copy-protection

Section 203(2) sets out 4 unlawful acts in relation to devices designed to circumvent copy-protection:

A

The manufacture or importation for sale or rental of any device or means specifically de-
signed or adapted to circumvent any device or means intended to prevent or restrict re-
production of a work, sound recording or broadcast, or to impair the quality of any copy
thereof;

The manufacture or importation for sale or rental of any device or means that is susceptible
to enable or assist the reception of an encrypted program broadcast or otherwise commu-
nicated to the public, including by satellite, by any person not entitled to receive that pro-
gram;

Removal or alteration of any electronic rights management information without authority;

Distribution, importation for distribution, broadcasting, communication or making available
to the public, without authority, or a work, performance, sound recording or broadcast, by
any person knowing or having reason to believe that electronic rights management infor-
mation has been removed or altered without authority.

3.2.1.2. Offences involving making or dealing with infringing articles

Section 204 sets out a number of different unlawful acts in relation to making or dealing with
infringement articles:

A

> > >

>

>

Making for sale or hire infringing articles.

Importing infringing articles other than for private and domestic use.
Communicating the work to the public.

In the course of business, possessing infringing articles with the intent of infringing.

In the course of business, selling, letting for hire or exposing infringing articles as such,
exhibiting in public or distributing.

Other than the course of business, distributing to such an extent as to prejudicially affect
the owner of the copyright.

Making an article specifically designed or adapted to make copies of a particular copyright
work.

3.2.1.3. Offences involving making and dealing with illicit recordings

Section 205 sets out a number of different offences in relation to making or dealing with illicit recordings:

A

> > >

Making for sale or hire illicit recordings
Importing otherwise than for his private and domestic use.
Making available to the public.

In the course of a business, possessing, with a view to commit any act infringing the rights
conferred by Part Ill of Copyright Order.

In the course of business, selling, letting for hire, offering or exposing for sale or hire or
distributing.



3.2.1.4 False representation of authority to give consent

Section 207(1) provides that it is an offence for a person to falsely represent that he is authorised by
any person to give consent for the purpose of part Il of Copyright Order in relation to a performance,
unless he believes on reasonable grounds that he is so authorised.

3.2.2

Criminal procedure for copyright crimes

To establish criminal liability for dealing with infringing articles, a person must:

Publ

A
A

without the consent of the copyright holder;

import otherwise than for private or domestic use, make for sale or hire, communicates the
work to the public, in the course of business,

possess with a view to committing any act infringing the copyright, in the course of business
distribute to such an extent so as to prejudicially affect the owner of the copyright;

any article which is, and which he knows or has reason to believe is, an infringing copy of a
copyright work.

c Prosecutoroés Fiat

Section 214A allows private prosecution done by a private individual subject to the approval of the
Public Prosecutor.

3.2.3

Criminal Penalties for copyright infringement

The court may order the following penalties:

A Under section 203A, any person who is found guilty of an offence relating to devices

designed to circumvent copy-protection is liable on conviction to a fine not exceeding
$250,000.00, imprisonment for a term not exceeding 3 years or both, and in respect of a
second or subsequent offence, to a fine not exceeding $500,000.00, imprisonment for a
term not exceeding 5 years or both.

Under section 204 (5) any person who is found guilty of an offence who without the licence
of the copyright owner makes for sale or hire; imports otherwise than for his private and
domestic use; communicates the work to the public; in the course of a business: (i)
possesses with a view to commit any copyright infringement, (ii) sells or lets for hire, offers
or exposes for sale or hire, exhibits in public, or distributes; otherwise than in the course of
a business distributes as to prejudicially affect the copyright owner is liable on conviction to
a fine not exceeding $10,000.00 for the infringing copy of a or for each infringing copy of a
work in respect of which the offence was committed, imprisonment for a term not exceeding
5 years or both, and in respect of a second or subsequent offence, to a fine not exceeding
$20,000.00 for the infringing copy of a work in respect of which the offence was committed,
imprisonment for a term not exceeding 10 years or both.

Under section 204(6), any person found guilty of an offence of making an article specifically
designed or adapted for making copies of a particular copyright work or has such article in
his possession, is liable on conviction to a fine not exceeding $20,000.00 for each infringing
copy of work in respect of which the offence was committed, imprisonment for a term not
exceeding 10 years or both, and in respect of a second or subsequent offence, to a fine not
exceeding $40,000.00 for each infringing copy of a work in respect of which the offence was
committed, imprisonment for a term not exceeding 20 years or both.

Under section 205(5), any person found guilty of an offence for making, importing,
possessing etc. of illicit recordings is liable on conviction to a fine not exceeding $10,000.00
for the infringing copy of a work or for each infringing copy of a work in respect of which the
offence was committed, imprisonment for a term not exceeding 5 years or both, and in
respect of a second or subsequent offence, to a fine not exceeding $20,000.00 for the
infringing copy of a work or for each infringing copy of a work in respect of which the offence
was committed, imprisonment for a term not exceeding 10 years or both

9



A Under section 205(6), any person found guilty of any other offence against section 205 is
liable on conviction to a fine not exceeding $25,000.00, imprisonment for a term not
exceeding 3 years or both.

A Under section 207A, any person guilty of any offence against this Copyright Order is liable
on conviction, if no other penalty is provided, to a fine not exceeding $25,000 imprisonment
for a term not exceeding 3 years or both.

3.2.4 Defences/exceptions: Acts not considered as Copyright infringement

The Copyright Order in chapter Il provides certain exceptions to infringement. They are, inter alia, the
following:

A Research and private study, under section 33 of the Copyright Order.
A Criticism, reviews and news reporting, under section 34 of the Copyright Order.
Incidental inclusion of copyright material, under section 35 of the Copyright Order

Educational use such as for the purpose of instruction or examination, anthologies for
educational use, performing work in course of activities of educational establishment,
recording by educational establishments of broadcasts and cable programmes and
reprographic copying by educational establishments of passages from published works,
under section 36-40 of the Copyright Order.

A For use in libraries and archives such as copying by librarians or archivists of articles in
periodicals and parts of published works under section 41- 48 of the Copyright Order.

A Use for the purpose of public administration of legislative council, judicial proceedings, royal
commission and statutory inquiries.

A Use of typeface in ordinary course of printing under section 58-59 of the Copyright Order.
A Transfer of copies of works in electronic form, under section 60 of the Copyright Order.

*The criminal procedure for trademark and copyright infringement is shown by way of a flowchart in
Annex 1 of this Chapter.

4. CIVIL IP ENFORCEMENT

4.1 Trademark infringement
4.1.1 Registered Trademark infringement

Section 67 states that in all legal proceedings relating to a registered trademark, the registration of a
person as a proprietor is prima facie evidence of the validity of the original registration, and of any
assignment or transfer of it.

4.1.2 Well known Trademark infringement

Section 54 gives the proprietor of a trademark who claims protection under the Paris Convention
that his trademark is a may apply to restrain by injunction the use in Brunei Darussalam of a trademark
which, or the essential part of which, is identical or similar to his trademark, in relation to identical or
similar goods or services, where the use is likely to cause confusion.

4.1.3 Surrender of Trademark infringing goods

Under Section 87 provides that where a defendant is sued to surrender goods that use a trademark
without authority, the judge may order that the surrender of said goods or value of the goods to be
executed after a court& decision. The order is final and binding.

10



4.1.4 Civil remedies for Trademark infringement

Section 16 entitles only the proprietor of a trademark to bring infringement proceedings. Available
remedies are damages, injunction and account of profits.

The court may make the following orders where a person is found to have infringed a registered
trademark:

A Order for erasure of an offending sign [Section 17];

A Order for delivery up of the infringing goods to the proprietor of the trademark or such other
person as the court may direct [Section 18]; or

A Order for the disposal of infringing goods that were delivered up to such persons [Section
21].

Where the court determine that the infringing goods that were imported were not for private and
domestic use, the court shall make an order that the goods be:

A Forfeited, destroyed or otherwise [Section 89(1)]; or

A Sold where more than one person is interested in any infringing goods, and the proceeds
divided [Section 89(3)].

4.2 Copyright infringement

Under section 99 of the Copyright Order, an infringement of copyright is actionable by the copyright
owner. All such relief by way of damages, injunction, account or profits or otherwise is available to the
copyright owner.

4.2.1 Civil remedies for copyright infringement

The remedies available in a copyright infringement are:

A Order for deliver up of the infringing copy or article to the copyright owner or such other
person as it may direct [Section 101];

A Seizure and detention of the infringing copies of the work [Section 102];

A Injunctive relief and prohibition of the act, or a disclaimer to disassociate the author or
director from the treatment of the work [Section 105(2)]

A Forfeit or deliver the infringing work to the owner or destroy the infringing work [Section 212].

5. CUSTOMS IP BORDER ENFORCEMENT

5.1 Customs authority in Brunei Darussalam

The customs authority in Brunei Darussalam is a government entity named Royal Customs and Excise

Department and it is in charge of monitoring all goods entering and leaving Brunei. It is authorised to

levy duties on goods imported into the country. Customs levies duties on specific goods at rates

prescribed under the Customs Act. Under the trademark laws of Brunei a trade mark owner who

suspects that goods to be imported into Br un e i are counterfeits, fakes ol
trademarks may give notice to the Controller of Customs who shall prevent such identified goods from

entering the country by detaining or seizing the goods at the point of entry. Customs registration is

available for border control in Brunei. A copy of the registration certificate of trademark is needed. If

the mark has been renewed, a copy of the certificate of renewal is needed.

The Customs in Brunei will act only upon receiving notice (Notice requesting detention of goods
infringing registered trade \mark) with covering letter from a trademark owner or authorized agent that
goods which are infringing his trademark are being imported into the country. A notice shall be in force
not longer than 5 years from the date of the notice or if the registration of the trademark will expire
within 5 years from the date of the notice, not later than such date of expiry.

11



The Customs are not positioned to keep athédemantycho f or
The notice to the Customs must contain sufficient p &
detain any infringing goods that are coming through the Customs. The Customs will be the one to

determine what information / evidence they will require.

5.2 Enforcing Copyright through Customs

There is a provision under the Copyright Order, that is section 109, in which the owner of a copyright,
who suspects that goods to be imported into Brunei are copyright infringing, may give notice to the
Controller claiming his ownership of the created work and request the customs to treat as prohibited
goods infringing copies of the work for a period of not exceeding five (5) years. The customs officers
may treat the infringing copies as prohibited goods.

Written notice has to be given by the owner of the copyrighted work to the Controller of Customs to
prevent work that infringes copyright from entering Brunei. The owner of the copyright must firstly
establish his ownership and provide the details of the infringing works coming into Brunei.

An owner of a copyright may not be entitled to damages against a defendant if the defendant can show
that he/she did not know or have reason to believe that he/she had infringed a copyright.

5.3 Infringing copies may be treated as prohibited goods

The owner of a copyright may give notice in writing to the Controller of Customs claiming that he is the
copyright owner and requesting for a period specified in the notice to treat as prohibited goods copies
of work which are infringing copies for the purposes of the Copyright Order that are or at any time
come under customs control.

5.4 Determination whether goods are infringing copies

Upon receipt of a notice and an officer of customs forms the opinion that any goods that have been
imported and are under customs control may be infringing copies, the customs officer may conduct
such investigation as he considers necessary to establish whether or not the goods appear to be
infringing copies.

5.5 Detention of infringing goods

An officer of customs is entitled to detain goods where he has formed an opinion that any goods that
have been imported and are under customs control may be goods to which a notice has been given
by the copyright owner.

6. ADMINISTRATIVE IP ENFORCEMENT

There is no specific enforcement agency in Brunei. Successful prosecution by police and custom
controls are minimal.

7. OTHER ENFORCEMENT ISSUES
7.1 Warning letters and settlements

There are not many litigated cases of trademark infringement in Brunei as infringers will immediately
respond and sign Undertakings to refrain from indulging in further misuse of the trademark. Successful
prosecution by the police is really minimal. Similarly, there are not many litigations involving copyright
infringement in Brunei.

12



ANNEX 1: FLOWCHART FOR CRIMINAL PROCEDURE FOR TRADEMARK AND COPYRIGHT INFRINGEMENT
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ANNEX 2: FLOWCHART OF CUSTOMS RECORDAL PROCESS FOR TRADEMARK AND/OR COPYRIGHT
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CAMBODIA

The manual was developed under the Financial Sector and Intellectual Property (FSIP) programme, a
component of the ASEAN Economic Reform Programme
government Prosperity Fund. This Chapter was drafted by Rouse & Co International. The author is
Sokunvannary Tep.
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IP ENFORCEMENT i CAMBODIA

1. THE IP ENFORCEMENT SYSTEM UNDER TRIPS

Cambodia is a WTO TRIPS member, but it is exempted from obligations under TRIPs until July 2021
being a Least Developed Country.!

Cambodia is a civil law country therefore, written laws set out all the rules and procedures for IP
enforcement. These comprise of:

A Civil remedies, comprising injunctions, damages, other remedies, right of information, right of
indemnification to defendants, as well as provisional measures (preliminary injunctions and
search and seizure order);

A Border measures; and

A Criminal remedies for trademark and copyright infringements.

This Manual sets out how these apply to counterfeiting (trademark infringements) and piracy (copyright
infringement).

2. TRADEMARKS AND COPYRIGHT

Cambodia has a first-to-file trademark system. Accordingly, to be protected and enforceable,
trademarks must be registered at the Department of Intellectual Property (DIPR) under the Ministry of
Commerce (MOC) to be protected under the Law Concerning Marks, Trade Names and Acts of Unfair
Competition (Trademark Law). While unregistered trademarks are not generally protected, there are
exceptions to unregistered well-known trademarks in Cambodia. Under the Madrid Protocol, Cambodia
accepts applications under the international registration system.

Cambodia is not a member of Berne Convention for the Protection of Literary and Artistic Works.

However, Cambodian Law on Copyrights and Related Rights (Copyright Law) protects a wide range of

creative works and confers both moral rights and the exclusive economic rights to conduct and control
activities i n relation to the aut hor or owner 0s w0
automatically protected and enforceable in Cambodia if they are original and:

A Are works of nationals of Cambodia or of those who have habitual residence in Cambodia
(including legal entities headquartered in Cambodia); or

A The work was first published, took place, fixed in Cambodia or transmitted from transmitters in
Cambodia; or

A For works of first published abroad, they were brought to be published in Cambodia within 30
days of being first published abroad; or

A Are Work of architect erected in Cambodia, etc.

There is a voluntary recordal and deposit system of copyright works with the Ministry of Culture and
Fine Arts (MCFA). The recordal/deposit of work however does not confer legal advantage for
enforcement but practically serves the purpose of providing existence to given copyrighted work or for
providing a presumption as to the ownership of the copyrighted work.

3. CRIMINAL IP ENFORCEMENT

3.1.1 Criminal Acts defined in the Trademark Law

Trademark infringement occurs when an infringer does any of the acts defined in Articles 24, 25, and
26 of the Trademark Law.

* https://www.wto.org/english/tratop _e/trips_e/ta_docs e/7_1_ipc64_e.pdf

16


https://www.wto.org/english/tratop_e/trips_e/ta_docs_e/7_1_ipc64_e.pdf

A Article 24: unauthorized use of a mark identical or similar to a registered mark for goods or
services identical or similar to those of the registered mark.

A Article 25: unauthorized use of a mark identical with or confusingly similar to a registered well-
known mark in Cambodia for identical or similar goods and services to those of the registered
well-known mark. In case of dissimilar goods or services, the use must be in such a way that
indicates a connection between those goods and services and the owner of the well-known
mark and that the interest of the owner of the well-known mark are likely to be damaged by
such use.

A Article 26: unauthorized use of a mark identical or confusingly similar to an unregistered well-
known mark in Cambodia for identical or similar goods and services to those of the well-known
mark.

3.1.2 Criminal Procedure for Trademark Infringement

Article 11 and 27 of Trademark Law states that offences under Articles 24, 25 and 26 constitute
complaint-based offences. Trademark owners are required to file a complaint before any action is taken
against the infringement. Criminal trademark cases may be filed with Anti-Economic Crime Police
Department (Economic Police) or Cambodian Counter Counterfeit Committee (CCCC).

3.1.3 Economic Police or CCCC

According to Rule 5(3) of Prakas on Duty, Obligation, Rights and Structures of Anti-Economic Crime
Police Department, Economic Police has duties to monitor and inspect all activities and offences against
intellectual property infringement and conduct searches and investigation (in cooperation other
authorities and court officials) to collect evidence and initiate court proceeding.

CCCC is a joint take force consisting of 14 ministries.?2 According to Sub-Decree No. 150, dated 31
October 2014 and Prakas No. 5619 dated, 23 December 2014, CCCC is mainly tasked with combating
all kinds of counterfeit products that area harmful to health and social safety in Cambodia.

3.14 Criminal Prosecution of Trademark Crimes

The Trademark Law does not provide a procedure for filing a complaint to courts. Therefore, we refer
to Code on Criminal Procedure of Cambodia to deal with criminal prosecution of trademarks. According
to Articles 5 and 6 of the Code on Criminal Procedure, a trademark owner may file a complaint as a
plaintiff before the investigating judge or prosecutor to initiate the criminal action.

3.15 Criminal Penalties for Trademark Infringement
In a criminal trademark case, the court has the authority to award imprisonment and/or monetary fines.
The Trademark Law imposes penalties against trademark infringements as below:

A Under Article 64 of the Trademark Law, any person who counterfeits a trademark registered
in Cambodia shall be liable to imprisonment from one to five years and/or a monetary fine of
one to twenty million riels.

A Under Article 65 of the Trademark Law, any person who imitates a trademark registered in
Cambodia shall be liable to imprisonment from one month to one year and/or a monetary fine
of five to ten million riels.

A Under Article 66 of the Trademark Law, any person who purposely imports, sells, offers for
sale or has for the purpose of sale of goods bearing a counterfeit mark shall be liable to
imprisonment from one to five years and/or a monetary fine of one to twenty million riels. For
those who purposely import, sell, offer for sale or has for the purpose of sale of goods bearing

2 Ministry of Interior, Ministry of Justice, Ministry of Public Health, Ministry of Industry and Handicraft, Ministry of Information, Ministry of Tourism, Ministry of Education,
Youths and Sports, Ministry of Agriculture, Forestry and Fishery, General Commissariat of National Police, General Department of Immigration, National Military Police,
General Department of Customs and Excise, General Department of Cambodia Import-Export Inspection and Fraud Suspension (Camcontrol), and Department of Anti
Economic Crime Police.
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3.1.6

Article 47 of the Trademark Law provides that counterfeit goods ofanon-c o mmer ci al

an imitated mark shall be liable to one month to one year and/or a monetary fine of five to ten

million riels.

Under Atrticle 67 of the Trademark Law, any person who repeats the same offence is subject
to double fine and imprisonment as stated in Article 64 and 65.

Defences to Trademark Infringement

personal luggage are excluded from the application of the Trademark Law.

3.2.1 Criminal Acts defined in the Copyright Law

Criminal offences for copyright or related rights infringement are laid down under Article 62, 64 and 65
of the Copyright Law. These are separated into differently defined categories of infringing criminal acts.

3211

Economic Rights
Infringement

Article 62 defines unlawful acts in relation to copyright and related
rights infringement including rights management information and
technological circumvention:

A The production or reproduction for sale or lease of any
device or means specifically designed for adapted to
circumvent any device or means or intend to restrict the
quantity of the reproduction of a work, a phonogram or a
broadcast, or to impair the quality of the copies being
made;

A The production or importation for sale or lease of any
device or means that is susceptible to assist the
unauthorized person in the reception of an encrypted
program, which is broadcasted or otherwise
communicated to the public, including broadcasting by
satellite.

A The suppression or modification, without being permitted
by the right-holder, of all information related to the regime
of rights presented in electronic form.

A The distribution or importation for the purpose of
distribution,  broadcasting  through  broadcasting
organization, communication to the public or making
available to the public, without authorization, of works or
performances, of phonogram or broadcast of the
broadcasting organization, while knowing that the
information related to the regime of rights, presented in
electronic form, has been already been suppressed or
modified.

3.21.2

Collective
Management
Organization
(CMO) offences

Under Article 11 of the Prakas (Declaration) of Collective
Management Organization (CMO), any person who uses without
permission any type of work of author under the supervision of
CMO commits an offense.

Article 14 of the Declaration requires that any CMO must obtain
approval from MCFA, and such approval may be revoked if any
irregularities are found in the conduct of CMO.

3.2.2 Criminal Procedure for Copyright infringement

Article 57 of Copyright Law states that whoever suffers or risks suffering a violation of his/her copyright
or related right can file petition to the court. Criminal copyright cases may be filed with Economic Police

or CCCC.
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3.2.3

Criminal Prosecution of Copyright infringement

Criminal prosecution for copyright is the same as trademarks i please refer to section 3.1.4 above.

3.2.4

Criminal Penalties of Copyright and Related Right infringement

Penalties are provided in Articles 64 and 65 of the Copyright Law and vary depending on the type of
offences.

Article 64 imposes penalties for copyright infringement and states that all production, reproduction, or
performance, or communicationtothepubl i ¢, by whatever means, (of
right, as defined by this law, are offences which must be punished by law. The penalties are as follows:

A

A

Infringement of production or reproduction is punishable by six months to twelve-month
imprisonment and/or five to twenty-five million riels fine.

Importation or exportation of product obtained from the infringed acts of reproduction is
punishable by six months to twelve-month imprisonment and/ or two to ten million riels fine.

Performance or communication to the public is punishable one to three-month imprisonment
and/ or one to five million riels fine. In case of having several offenses, punishment will be
multiplied by the number of offenses.

Double punishment of the previous case is applied in case of repeated offense.

Article 65 imposes penalties for related rights infringement as follows:

A

A

3.2.5

Production or reproduction (of a work) without having authorization of the performer or
phonogram producer or video producer or broadcasting organization, is punishable by six to
twelve-month imprisonment and/or five to twenty-five million riels fine.

Importation or exportation of phonogram, cassette, or video cassette without authorization of
the performer or phonogram producer or video producer or broadcasting organization, is
punishable by one to three-month imprisonment and/ or two to ten-million riels fine.

Broadcasting by broadcasting organization without permission of the performer or phonogram
producer or video producer or broadcasting organization, is punishable by one to three-month
imprisonment and/or two to ten million riels fine.

Double punishment is applied in case of a repeated offense.

Defences/exceptions: acts not considered as copyright infringement

Under Articles 23, 24, 25, 28, 29 and 50 of the Copyright Law, the following acts are not considered as
copyright infringement:

A

> >

> >

> > >

The importation of a copy or private reproduction of a published work for personal use. However,
this does not extend to the reproduction of a work of architect, reprography of the whole or part
of a book, musical work, a database in digital form, computer program (other than a backup
copy), all of which would affect legitimate interest of the author or right-holder;

Private representation made to family or friends.

The use or reproduction of part or extract of published works for purposes of conservation,
research, education i all of which are non-profit;

Translation related to minority language.
Analyses or short quotation.

Broadcasting of press commentary.
Dissemination of speeches address to public.

Adaptation of comic or style.
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A Reproduction of graphic or plastic work situated in the public which is not subject to subsequent
reproduction.

A Reasonable portion of <citation of published work
name.

*The criminal procedure for trademark and copyright infringement is shown by way of a flowchart in
Annex 1 of this Chapter.

4. CIVIL IP ENFORCEMENT

The Cambodia judicial system consists of municipal/provincial courts (court of the first instance),
appellate court and supreme court. There is no separate commercial or IP court. All civil cases including
intellectual property civil disputes fall under the jurisdiction of municipal/provincial courts at the first
instance.

An IP case shall be brought to municipal or provincial courts where the defendant resides or is domiciled,
or has a registered address, or business or representative office.
4.1 Trademark and copyright civil case rules

Neither the Trademark Law nor Copyright law set out the detailed procedures to file a civil IP lawsuit in
the court. The procedure to file a civil lawsuit is laid out under the Code of Civil Procedure and it is
beyond the scope of this IP enforcement Manual to cover every kind of civil law procedure that might
be possible in an IP case.

Civil IP cases are governed by:
A The law under which the case is filed i the Trademark Law or the Copyright Law; and

A Code of Civil Procedure.

4.2 Trademark Infringement
42.1 Registered Trademark Infringement

Based on Articles 11, 27 and 69 of the Trademark Law, the registered trademark owner may file a civil
lawsuit with the municipal/provincial court against anyone who unlawfully uses mark that is similar to or
identical for similar goods and services and request:

A Injunction, including preliminary injunction and provisional measures;
A Damages; and/or
A Destruction of counterfeit goods.

4.2.2 Well-known Trademark Infringement

Although an unregistered well-known mark is protected against infringement under the Trademark Law,
it is not likely that such trademark rights can be enforced against any infringement in absence of
registration.

4.3. Copyright Infringement

Copyright disputes can be subject to civil litigation a petition can be filed by the authors or right holders.
The basis for a copyright civil court cases include offences as stated in section 3.2.1.1 above.

4.4. Civil IP Remedies in Trademark and Copyright infringement

All civil IP remedies for Trademark and Copyright cases are stated in the Trademark Law and Copyright
Laws respectively.
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4.4.1 Injunction and Preliminary Injunctions

Article 27 of Trademark Law provides that the Court may grant an injunction to prevent an infringement
or an imminent infringement.

Similar to the Trademark Law, Articles 57 of the Copyright Law also allows the complainant to seek an
injunction to prevent an infringement or an imminent infringement.

There is no detailed procedure on filing a request for an injunction or preliminary injunction in the Trade-
mark Law and Copyright Law. The Court may refer to relevant provisions to make such request under
the Code of Civil Procedure.

442 Damages

Both the Trademark Law and Copyright Law contain provisions that entitles the winning parties to
damages.

The Trademark Law does not contain detailed rules on calculation or payment of damages.

The Copyright Law contains some reference to damages that states whoever suffers or risks to suffer
a violation of his/her copyright or related rights can file a petition to court in order to claim for
compensation, to redress moral injury, to return the disputed equipment or material, as well as to return
any benefits derived from the illegal act.

4.4.3 Other remedies

Under Article 69 of the Trademark Law, the Court may order a temporary suspension or confiscation of
goods suspected of being counterfeit and/or destruction of the infringing goods.

Under Article 58 of the Copyright Law, the Court has authority to order the confiscation, destruction of
equipment or materials being produced or used or made available in an illegal manner, or of equipment
used in the violation, and which are found in the possession of the defendant or are being held by the
application of this law.

4.4.4 Right to Information

This refers to judicial orders that the infringer disclose the identity of third persons involved in the
copyright and related right infringement. Presently, no provision in Trademark Law or Copyright Law
exists.

When specific laws as such are silent and provide no proviso on disclosure of information, then rules

on fAExamination of Partieso of the Code of Civil Pr o«
are obliged to provide true testimony as required by the court. The refusal to testify without justifiable

grounds is subject to a civil fine (Article 140 of Section Il of Book Il i Proceedings at the Court of First

Instance of Code of Civil Procedure).

4.45 Indemnification of Defendant

This refers to protecting defendants from abuse by excessively aggressive Plaintiffs.

Both the Trademark Law and the Copyright Law provides two references to indemnification of defendant.
Particularly when the complainant is held responsible for the injury caused to the defendant by:

A the execution of the provisional measures and

A the wrongful retention of goods (Article 34 and 41 of the Trademark Law and Article 59 and 63
of the Copyright Law).

4.4.6 Provisional measures

Injunction and preliminary injunction are described in section 4.4.1 above. However, other provisional
measures can be made.
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Under Articles 29, 35 and 69 of the Trademark Law, the trademark owner may request the court to
issue a provisional decision to:

A Preserve relevant evidence with regard to the alleged infringement.
A Suspend clearance of goods suspected of being counterfeit; and/or
A Confiscate suspected infringing goods.

According to Articles 58, 59 and 66 of the Copyright Law, the copyright owner or right holder can request
the court to:

A Confiscate equipment or materials being produced or used or made available in an illegal
manner in violation and which are found in the possession of the defendant; and/or

A Confiscate subject matters reproduced from the unauthorized reproduction of a work; and/or

A Other measures to ensure the conservation of evidence, etc.

5. E-COMMERCE IP INFRINGEMENT FOR TRADEMARK AND COPYRIGHT

This section sets out the possible violations that relate to online traders as well as online intermediaries
(such as ISPs, ecommerce platforms, etc.) at a civil and criminal level.

The Trademark Law and Copyright Law contain no specific provisions on e-commerce/digital
infringement.

However, a recently promulgated Law on E-Commerce in Cambodia provides generally that if online
intermediaries or e-commerce service providers knew that the content stored on their platforms may
involve civil or criminal liabilities, they shall immediately take the following actions:

A Remove the suspected infringing contents and cease offering services in relation to such
contents

A Maintain contents as evidence and report to the Ministry of Posts and Telecommunication
(MPTC) and other competent authorities about the facts and identity suspected infringers. Upon
receipt of the complaint, MPTC may also order online intermediaries or traders to:

- Remove the infringing content

- Suspend or cease rendering services to whom the infringing content be-
longs or

- Suspend or cease services in relation to online contents.

Cambodia does not have internet or cyber laws.

6. CUSTOMS IP BORDER ENFORCEMENT

Cambodia does not have a customs recordal system in place. However, the IP owner or right holder
can file a complaint with the Customs to suspend the suspected goods (for counterfeit goods or physical
pirated items) at the border.

Article 35, 37 and 38 of Trademark Law and Article 63 of Copyright Law provide that within 10 working
days from receipt of the complaint, the Customs shall confirm if the complaint is accepted, rejected or
reserved for further consideration. The Customs may ask the IP owner or right holder to provide security
or equivalent assurance to protect importers, exporters or owner of the goods.

6.1 Seizure/Suspension of Goods

According to Article 39 of Trademark Law and Article 63 of Copyright Law, upon accepting the complaint,
the Customs shall suspend clearance of suspected goods for the initial period, and any extension
thereof which is not more than of 10 working days, the Customs is required to immediately upon
accepting the complaint, the Customs shall suspend clearance of suspected goods for the initial period,
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and any extension thereof which is not more than of 10 working days, the Customs is required to
immediately notify the importer and the applicant of the suspension and the grounds of such suspension.

6.2 Examination of Suspended Goods

According to Article 42 of Trademark Law which is also applicable to Copyright cases, the Customs or
other competent authorities may allow IP owners, importers or exporter to examine the goods, and take
some samples of the goods for examination, testing and analysing to determine whether the goods are
counterfeit/pirated.

6.3 Legal Action/Settlement

According to Article 40 of Trademark Law and Article 63 of Copyright Law, within 10 working days from
receipt of the suspension notice, if the court proceedings have not been initiated by the plaintiff, or the
duly empowered authority has not taken the provisional measure to extend the suspension of suspected
goods, or no settlement is reached between the parties, the Customs will release the goods, provided
that all other conditions for importation or exportation have been complied with. The extension period
can be made for a further 10 working days in appropriate cases.

*The process for suspension/seizure of suspended goods for trademark and/or copyright is shown in
Annex 2 of this Chapter.

7. ADMINISTRATIVE IP ENFORCEMENT

In Cambodia, administrative measures are not obligated by law. In a trademark infringement case, the
parties may seek intervention from DIPR. In copyright infringement case, the parties may seek
mediation from MCFA.

8. OTHER ENFORCEMENT ISSUES
8.1 Alternative Dispute Resolution

Neither the Trademark Law nor the Copyright Law obligates parties to dispute to go through any
alternative dispute resolution.

8.2 Warning letters and settlements

Many IP disputes are resolved by issuing a warning letter and the IP owner and the alleged infringer
resolve the dispute. A settlement agreement and undertaking can be used to reach a resolution.
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ANNEX 1: FLOWCHART FOR CRIMINAL PROCEDURE FOR TRADEMARK AND COPYRIGHTS
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ANNEX 2: FLOWCHART ON CUSTOMS PROCESS FOR SUSPENSION/SEIZURE OF SUSPENDED GOODS FOR TRADEMARK AND/OR COPYRIGHT
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IP ENFORCEMENT T INDONESIA

1. THE IP ENFORCEMENT SYSTEM UNDER TRIPS

Indonesia is a civil law country therefore, written laws set out all the rules and procedures for IP
enforcement. As a WTO TRIPs member, Indonesia commits to providing enforcement measures?.
These comprise of:

A civil remedies, including judicial procedures, evidence rules, injunctions, damages, other
remedies, information to rights holder and right of indemnification to defendants, as well as
provisional measures (preliminary injunctions and search and seizure orders);

A Suspension of release by customs a u t h o rcriminal eemdilies, at least for willful trademark
counterfeiting or copyright piracy on a commercial scale

This Manual sets out how these apply to counterfeiting (trademark infringements) and piracy (copyright
infringements).

2. TRADEMARKS AND COPYRIGHT

Trademarks must be registered at the Directorate General of Intellectual Property to be protected, under
Law No. 20 of 2016 (Trademark Law). There is no protection for unregistered trademarks. Under the
Madrid Protocol, Indonesia accepts trademark applications under the international registration system.

Copyright protects a wide range of creative works under the Copyright Law No. 28 of 2014 (Copyright
Law). It confers the exclusive economic right to conduct and control those activities in relation to the

author or ownero6s works as well as mor al rights.

work. There is a voluntary recordal system for certain copyrights at the Directorate General of Intellectual
Property (DGIP), but this confers no legal advantage for enforcement. It may assist practically to have
all the copyright data already approved and the copyright data in local bahasa language.

3. CRIMINAL IP ENFORCEMENT
3.1.1 Criminal acts defined in the Trademark law

Trademark infringement occurs when an infringer does any of the acts defined in Article 100 and 102 of
the Trademark Law. These broadly cover applying an infringing trademark and selling goods under an
infringing trademark.

A Article 100 (1): unlawful use of trademarks, identical (similar in its entirety) to registered trade-
marks of other parties for goods of the same kind.

A Article 100 (2): unlawful use of trademarks, similar (in principal) to registered trademarks of other
parties for goods of the same kind.

A Article 100 (3): an infringer whose goods could threaten human health, the environment, and/or
cause death in humans.

A Article 102: trading in goods which are known to be or reasonably suspected to be counterfeit
goods.

3.1.2 Criminal procedure for trademark infringement

Article 103 states that criminal offences in Article 100 to Article 102 constitute complaint-based offences.
Trademark owners are required to file a complaint before any action is taken against the infringement.

3 Part Ill of TRIPS - Articles 41-61

Copyr
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Criminal trademark cases may be filed with the Pol i ce or DGI P6s Civil Service
(PPNS)*. Trademark owners also have the option to use alternate dispute resolution mechanism such
as mediation, negotiation as well as concilitation before decide to proceed to the prosecution phase.

3.1.3 Police and the PPNS

Article 1 (1) and Article 6 of the Criminal Procedure Code defines an Investigator as an official of the
National Police or the PPNS, who by law are granted special authority to conduct an investigation.

Article 99 empowers the investigating officers of National Police and the PPNS to investigate criminal
offences for trademark infringement. The investigators have authority to:

A conduct examination on the accuracy of the report or information in relation to the criminal acts;

A conduct examination to any person allegedly committing criminal acts;

A request information and evidence from any person in relation to criminal acts;

A conduct examination on bookkeeping, records, and other documents in relation to criminal acts;

A search and conduct examination in places allegedly having evidence, bookkeeping, records, and other
documents in relation to the criminal acts;

A confiscate infringing materials and goods as evidence in criminal acts;

A request expert statements in the implementation of their duties to investigate the criminal acts;

A request assistance from relevant institutions to arrest, detent, set a wanted list, and prevent the perpetrator

from doing the criminal act; and

A dismiss investigation if there is no sufficient evidence for conviction of the criminal acts in the field of
Trademarks.

The PPNS must notify the commencement of investigations to the public prosecutor with a copy to the
investigator officers of the National Police. The results of investigation carried out by the PPNS are
forwarded to the public prosecutor through the investigating officers of the National Police.

3.1.4 Criminal prosecution of trademark crimes
The Criminal Procedure Code outlines the duties of the investigator which includes:
A Preparing a report on the implementation of measures as intended in article
A The investigator shall hand over the dossier of the case to the public prosecutor

The handing over of the dossier may have several stages. At the first stage the investigator delivers the
case dossier to the public prosecutor. If the public prosecutor considers it complete, the investigator
transfers responsibility of the suspect and evidence materials to the public prosecutor to file the case in
the court. In some cases, the dossier is incomplete so is returned for more investigations. After
completion it is to be returned to the public prosecutor to decide whether the dossier has met
requirements for transfer to the court.

*The criminal procedure for trademark infringement is shown by way of a flowchart in Annex 1a of this
Chapter.

3.1.5 Criminal penalties for trademark infringement

The criminal court judge may order the following penalties. In practice judges may award penalties lower
than this in most cases.

A Under Article 100 (1) any person who unlawfully uses trademarks that are identical (similar in its entirety) to
registered trademarks of other parties for goods of the same kind shall be sentenced to imprisonment of up
to five years and/or fine up to Rp2,000,000,000.

4 Penyidik Pegawai Negeri Sipil
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A Under Article 100 (2) any person who unlawfully uses trademarks of similar nature (in principal) to registered
trademarks of other parties for goods of the same kind shall be sentenced to imprisonment for up to four

years and/or fine up to Rp2,000,000,000.

A Under Article 100(3) an infringer per Article 100 (1) and (2) whose goods could threaten human health, the
environment, and/or cause death in humans shall be sentenced to imprisonment for a maximum period of
ten years and/or a fine of a maximum amount of Rp5,000,000,000.

A Under Article 102 any person trading in goods which are known to be or reasonably suspected to be
counterfeit goods shall be sentenced to imprisonment for a maximum period of one year or a fine of a
maximum amount of Rp200,000,000.

3.1.6 Defences to trademark infringement

Il ndonesi

abs trademarKk

aw

3.2.1 Criminal acts defined in the Copyright Law

Criminal offenses for copyright or related rights infringement are laid down under Article 112 to 120 of
the Copyright Act. These are separated into differently defined categories of infringing criminal acts.

contains no

speci fic
Article 102, where trading in counterfeit goods requires the prosecutor to prove that the trader knew or
reasonably suspected the goods were counterfeit.

3.211

Rights management
information and
technological
circumvention

Article 112 contains two
unlawful acts in relation to
rights management
information and
technological
circumvention  measures
for commercial use:

A Unlawfully removing,
changing or damaging
copyright manage-
ment information and
copyright electronic in-
formation (defined un-
der Article 7(3)) that
are owned by the Au-
thor and/or

A Damaging, destroying,
eliminating, or disa-
bling the function of
technological protec-
tion measures (de-
fined in Article 52)
used as a safeguard
for the works or related
rights products

3.21.2

Economic rights
infringement

The Copyright Law sets out
different criminal offences
for each of the different
economic rights.

Article 113 (1) sets out one
criminal offence in relation
to the economic rights of the
author or the copyright
holder:

A theright to rental

def en
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Article 113 (2) sets our 4
criminal offences in relation
to the economic rights of the
author or the copyright
holder:

A translation

A adaptation, arrange-
ment, or transfor-
mation

A performance

A communication

Article 113 (3) sets our 4
criminal offences in relation
to the Economic Rights of
the Author or the Copyright
holder:

publication
reproduction
distribution
publication

T 3> 3> >

Article 113 (4) sets out an
aggravated infringement
offence of intentional piracy.

3.2.13

Landlord liability-
Sale of copyright
infringing goods on
landlord premises

Article 114 provides a
criminal offence for those
managing business
premises where the owner
deliberately and knowingly
allows the sale and/or
duplication of goods
resulting into infringement
of copyright and/or related
rights in the premises that
they manage (as set out in
Article 10).

3.214

Infringement of
publicity/advertising
rights

Article 115 provides that
where persons are
portrayed in
publicity/advertising images
(as set out in Article 12), the

commercial use,
reproduction, publication,
distribution or

communication of their
image rights for the
purposes of advertising or
publication in electronics
and non-electronic media is
an offence.

3.2.15

Infringement of
Performers rights

Article 116 sets out criminal
offences in relation to the
economic rights of
performers for commercial
use:
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A Article 116 (1) prohibits
unauthorised rental to
the public of fixations
of performances [(de-
fined in Article

 23(2)(e))-

A Atrticle 116 (2) prohibits
unauthorised  broad-
casting or communica-
tion of performances,
fixation of unfixed per-
formances, or making
available of the fixation
of performances to the
public [defined in Arti-
cle 23(2) (a) (b) and

@l

A Article 116 (3) prohibits
unauthorised  repro-
duction or fixation of
performances [defined
in Article 23(2) (c) and
(d)].

A Article 116(4) provides
an aggravated in-
fringement offence of
intentional piracy.

3.2.1.6

Infringement
phonogram/sound
recording rights
Producers

of

of

Article 117 sets out criminal
offences in relation to the
economic rights of
producers of
phonogram/sound
recordings for commercial
use.

A Article 117 (1) prohibits
unauthorised rental of
phonograms [defined
in Article 24(2)(c)]

A Article 117 (2) prohibits
unauthorised  repro-
duction,  distribution
and making available
by wire or wireless to
the public [defined in
Article 24(2) (a) (b) and

(0]

A Article 117(3) provides
an aggravated in-
fringement offence of
intentional piracy.

3.217

Infringement
Broadcast rights

of

Article 118 sets out criminal
offences in relation to the
economic rights of
broadcasters.

A Article 118 (1) prohibits
unauthorised rebroad-
casting, communica-
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tion, fixation or repro-
duction of a broadcast
[defined in Article 25(2)

(@) (b) (c) and (d)].

A Article 118 (2) provides
an aggravated in-
fringement offence of
intentional piracy.

3.2.1.8 Collective Under Article 119 any
Management unlicensed CMO [(defined
Organization (CMO) in Article 88 (3)] seeking to
offences collect royalties commits an
offence.

3.2.2 Criminal procedure for copyright crimes

Article 120 states that criminal offences in Article 112 to Article 119 constitute complaint-based offences.
Copyright owners are required to file a complaint before any action is taken against the infringement.

Criminal copyright cases may be filedwitht he Pol i ce or PPNS ( aThecopyrightsl P
owners are obligated to use alternate dispute resolution mechanism such as mediation, negotiation as
well as concilitation. They can only proceed to the prosecution phase provided that the alternate dispute
resoliution mechanism failed.

3.2.3 Police and PPNS

Article 1 (1) and Article 6 of the Criminal Procedure Code defines an investigator as an official of the
National Police or the PPNS, who by law are granted special authority to conduct an investigation.

Article 110 of the Copyright Law empowers the investigating officers of National Police and/or the PPNS
to investigate criminal offences for copyright infringement. The investigators have authority to conduct:

A verification of the accuracy of the reports or information in relation to criminal offenses;

A examination of persons or legal entities allegedly committing criminal offenses;

A soliciting information and evidence from persons or legal entities in relation to criminal offenses;
A

examination of books, records and other documents relating to criminal offenses;

owner

searching and examination of premises that are alleged contain evidence, bookkeeping, records and other

documents relating to criminal offenses;

A confiscation and/or termination of circulation upon the permission of the court of materials and goods
resulting from the offenses that may be used as evidence in a criminal case in the field of copyright and

related rights in accordance with the Code of Criminal Procedure;

request expert depositions in performing the tasks of criminal investigations;

request for assistance from relevant institutions to arrests, detent, set a wanted list, prevent and deter against

perpetrators of criminal offenses; and
A termination of the investigation if there is no sufficient evidence of criminal activity.

The PPNS must notify the commencement of investigation to the public prosecutor with a copy to the
investigating officers of the National Police. The results of investigation carried out by the PPNS are
forwarded to the public prosecutor through the investigating officers of the National Police.

Note: Article 95(4) requires mediation prior to criminal copyright action, with an exception in cases of
Piracy.
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3.24 Criminal Prosecution of copyright infringement crimes

Criminal prosecution for copyright is the same as trademarks i please refer to section 3.1.4 above.

*The criminal procedure copyright infringement is shown by way of a flowchart in Annex 1b of this

Chapter.

3.2.5 Criminal Penalties for copyright infringement

The criminal court judge may order the following penalties. In practice judges may award penalties lower
than this in most cases.

A Article 112: Any person who unlawfully causes removal of copyrights management information and/or
technological circumvention offences shall be sentenced to imprisonment for up to two years and/or a fine
up to Rp300,000,000.

A Article 113 economic offences vary depending on the type of offence:

Rental offences in Article 113 (1): A person shall be sentenced to imprisonment for up
to one year and/or a fine up to Rp100,000,000.

Translation, adaptation, arrangement, or transformation, performance or communica-
tion offences in Article 113 (2): A person shall be sentenced to imprisonment for up to
three years and/or a fine up to Rp500,000,000.

Publication, reproduction, distribution or publication offences in Article 113 (3): A person
shall be sentenced to imprisonment for up to four years and/or a fine up to
Rp1,000,000,000

Piracy offences in Article 113 (4): A person shall be sentenced to imprisonment for up
to ten years and/or a fine up to Rp4,000,000,000.

Article 114 on Landlord offences: A person shall be sentenced to a fine up to
Rp100,000,000.

Article 115 on Publicity/advertising rights offences: A person shall be sentenced to a
fine up to Rp500,000,000.

A Article 116 Performers rights offences vary depending on the type of offence:

Rental offences in Article 116 (1): A person shall be sentenced to imprisonment for up
to one year and/or a fine up to Rp100,000,000.

Broadcasting or Communication and fixation or making available offences in Article 116
(2): A person shall be sentenced to imprisonment for up to three years and/or a fine up
to Rp500,000,000.

Unauthorised reproduction or fixation offences in Article 116 (3): A person shall be sen-
tenced to imprisonment for up to four years and/or a fine up to Rp1,000,000,000.

Piracy offences in Article 116 (4): A person shall be sentenced to imprisonment for up
to ten years and/or a fine up to Rp4,000,000,000.

A Article 117 Sound recording rights offences vary depending on the type of offence:

Rental offences in Article 117 (1): A person shall be sentenced to imprisonment for up
to one year and/or a fine up to Rp100,000,000.

Unauthorised reproduction, distribution and making available offences in Article 117 (2):
A person shall be sentenced to imprisonment for up to four years and/or a fine up to
Rp1,000,000,000.

Piracy offences in Article 117 (3): A person shall be sentenced to imprisonment for up
to ten years and/or a fine up to Rp4,000,000,000.
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A Article 118 Broadcast offences vary depending on the type of offence:

- Unauthorised rebroadcasting, communication, fixation or reproduction offences in Arti-
cle 118 (1): A person shall be sentenced to imprisonment for up to four years and/or a
fine up to Rp1,000,000,000.

- Piracy offences in Article 118 (2): A person shall be sentenced to imprisonment for up
to ten years and/or a fine up to Rp4,000,000,000.

- Article 119 on CMO offences: A person shall be sentenced to imprisonment for up to
four years and/or a fine up to Rp1,000,000,000.

3.2.6  Defences/exceptions: acts not considered as copyright infringement

Under Article 43 6actsd that are not considered as <co

A Publication, distribution, communication, and/or reproduction of state emblems and national anthem in
accordance with their original nature;

A Publication, distribution, communication, and/or reproduction executed by or on behalf of the government in
certain circumstances;

A Taking of actual news, either in whole or in part from a news agency, broadcaster, newspaper or other similar
sources provided that the source is fully cited;

A Production and distribution of copyrighted content through information technology and communication media
for non-commercial use which either provides a benefit to the Author or he expresses no objection.

A Reproduction, publication, and/or distribution of portraits of the president, vice president, former presidents,
former vice presidents, national heroes, heads of state institutions, heads of ministries/non-ministerial
government agencies, and/or the heads of regions taking into account the dignity and appropriateness
thereof.

4, CIVIL IP ENFORCEMENT

Indonesia has a three-tiered civil court system, District Courts at the first level (located in each
city/regency), High Court at the appellate level (located in each province), and the Supreme Court
(located in Jakarta). Intellectual Property civil disputes such as Trademark and Copyright are under the
jurisdiction of Commercial Courts. A Commercial Court which is a special chamber at the first instance
level handles matters concerning bankruptcies, bank liquidations and intellectual property.

Currently there are five (5) Commercial Courts in Indonesia, with legal jurisdictions according to
President Decree No. 97 of 1999 as follows:

Commercial Province

Court

Central Jakarta Jakarta Special Region, West Java, Lampung, South
Sumatera, West Kalimantan

Surabaya East Java, South Kalimantan, Central Kalimantan, East
Kalimantan, Bali, West Nusa Tenggara, East Nusa
Tenggara

Semarang Central Java and Yogyakarta Special Region

Medan North Sumatera, Riau, West Sumatera, Bengkulu, Jambi,
Aceh Special Region

Makassar South Sulawesi, Southeast Sulawesi, Central Sulawesi,

(f.k.a. Ujung Pandang) North Sulawesi, Maluku, Irian Jaya

IP infringement lawsuits addressed to the Chief Justice of the Commercial Court are heard in the
jurisdiction where the defendant resides or is domiciled, except in a case where one of the parties
resides outside Indonesia, then the lawsuit is addressed to the Chief Justice of the Commercial Court
of Central Jakarta.
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4.1 Trademark and copyright infringement civil case rules
4.1.1 Rules for civil IP cases

The Trademark Law and Copyright Law both set out the procedures to file a civil lawsuit in the
commercial court. They cover matters such as how to file a case, the timetable, deadlines, decision
structure and the appeal procedures.

The Civil Procedure Law® also applies to cases in the Commercial Courts. The Trademark and Copyright
Laws are termed 6special |l awsd so have priority, but
Civil Procedure Law apply.

Therefore, Civil cases in Indonesia are governed by three group of rules:
The law under which the case is filed T the Trademark Law or the Copyright Law.

The Rules of court as provided under the Civil Procedure Law

> > >

There are Supreme Court regulations which cover certain detailed rules relating to trademark and copyright
cases.

4.2 Trademark infringement
4.2.1 Registered trademark infringement

Article 83(1) entitles the registered Trademark owner to file a lawsuit with the Commercial Court against
anyone who unlawfully uses a Trademark that is similar to or identical for similar kinds of goods and/or
services and request a:

A claim for damages; and/or

A cessation of all acts related to the use of Trademark, including production, distribution, and/or trade in the
goods and/or services which use the said Mark without the right thereto.

4.2.2 Well known trademark infringement

In Article 83(2) a special additional right is given to file a lawsuit to the owner of an unregistered well-
known trademark based on a court decision.

4.3 Copyright infringement

Copyright disputes can be filed in the commercial court by authors, related rights owners, authors and
heirs. The basis for copyright civil court cases includes:

A Infringement of copyright and related rights
A Cases of Piracy
A Cancellation of copyrights recoded with DGIP

A Moral rights violations

Note that cases may also be resolved by arbitration or alternative dispute resolution. All cases must
undergo a mediation opportunity during the case.

Article 96 of the Copyright Law entitles a copyright owner to claim damages in the event of loss of
Economic Rights of the Author, Copyright holder and/or Related rights holder.

4.4 Civil IP remedies in trademark and copyright cases

This section covers specific IP remedies required by the TRIPs agreement. It is beyond the scope of
this IP enforcement Manual to cover every kind of civil law procedure that might be possible in an IP
case.

5 Hukum Acara Perdata
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4.4.1 Injunctions and preliminary injunctions

The Trademark Law contains two 2 provisions. First, under Article 83(1) (b) the trademark owner plaintiff
can request cessation of all infringing acts. Second, under Article 84 the trademark owner an seek an
injunction to prevent further loss, cease all production, distribution, and/or trade of the goods and/or
services of that Mark unlawfully.

The Copyright Law contains 2 provisions. First, under Article 99 (3), a copyrights/related rights holder
may request for an interlocutory injunction to cease copyright infringing activities. Second, Article 106
provides for an injunction to prevent further loss to prohibit the act of infringement.

Supreme Court Regulation No. 5 of 2012 on Provisional Decisions set out rules for Preliminary
Injunctions and these were adopted into the Copyright Law in 2014 and Trademark Law in 2016.
Detailed procedures on filing a request, submitting evidence of IP ownership, details of the infringement,
details of the IP owner are provided. The case is assigned to a Judge and should be heard within 4 days
(2 days for Head of Commercial Court to assign case to judge, 2 days for assigned judge to decide).
There is confidentiality in these proceedings up to the time the provisional decision is issued. Failure to
comply with a Provisional Decision can be a criminal offence. After the provisional decision is executed
there are inter partes hearings at which the evidence is taken and testimony is heard, then the judge
may either confirm the provisional decision or revoke it. This must be completed within 30 days.

4,42 Damages
Both the Trademark Law and Copyright Law contain provisions entitling the winning parties to damages.
The Trademark Law contains no detailed rules on calculation or payment of damages.

The Copyright Law contains several references to damages. It defines damages as arising from
economic loss. Payments must be made within 6 months of the court decision. In some cases it can
comprise the income from infringement.

4.4.3 Other remedies

This refers to two remedies, one being disposal of infringing goods outside the channels of commerce
and another being the seizure of tools and materials to create infringing goods.

The Trademark Law Article 84 (2) provides that a judge may order that the surrender of infringing goods
or the value of the goods.

Under Article 99 (3) of the Copyright Law, a copyright owner can request a decision to seize infringing
works and tools to produce them.

4.4.4  Right of Information

This refers to judicial orders, that the infringer disclose the identity of third persons involved in the
production and distribution of infringing goods. No specific provisions in the Trademark Law or Copyright
Law exist.

4.45 Indemnification of Defendant
This refer to protecting defendants from abuse by excessively aggressive Plaintiffs.

The Trademark Law and Copyright Law provide the right to damages and right to claim over the bond
furnished by the plaintiff in the event that the interlocutory injunction is discharged following inter parte
hearing. This is a covered in Article 109(5) of the Copyright Law and Article 97(5) of the Trademark Law.

446 Provisional measures

Preliminary injunctions are described in section 4.4.2 above. However other provisional orders can be
made.

Under Article 94 of the Trademark Law, a trademark owner may request a judge of the Commercial
Court to issue a provisional decision to:

A prevent alleged import of infringing goods entering the market;

A seize evidence relevant to the trademark infringement;
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A secure and prevent the loss of evidence by infringer; and/or
A prohibit the act of infringement to prevent greater damages
Under Article 106 of the Copyright Law, a copyright owner can request a provisional decision to
A prevent alleged import of copyright infringing goods entering the market;
A seize evidence relevant to the copyright infringement;

A secure and prevent the loss of evidence by infringer; and/or

A prohibit the act of infringement to prevent greater damages

Supreme Court Regulation No. 5 of 2012 on Provisional Decisions set out rules for Preliminary
Injunctions and these were adopted into the Copyright Law in 2014 and Trademark Law in 2016.
Detailed procedures on filing a request, submitting evidence of IP ownership, details of the infringement,
details of the IP owner are provided. The case is assigned to a Judge and should be heard within 2 days.
There is confidentiality in these proceedings up to the time the provisional decision is issued. Failure to
comply with a Provisional Decision can be a criminal offence. After the provisional decision is executed
there are inter partes hearings at which the evidence and testimony is heard then the judge may either
confirm the provisional decision or revoke it. This must be completed within 30 days.

5. E-COMMERCE IP INFRINGEMENT FOR TRADEMARK AND COPYRIGHT

This section sets out the possible violations that relate to traders online, as well as online intermediaries
(such as ISPs, ecommerce platforms etc) at a civil or criminal level.

5.1 Trademark violations

The Trademarks Law contains no specific provisions on e-commerce digital infringement. Cases about
online trademark infringements by traders may follow the regular criminal or civil provisions. For
intermediaries there is no specific trademark law liability.

5.2 Copyright violations

Under the Copyright Law, cases over online copyright infringements by traders may follow the regular
criminal or civil provisions. For intermediaries there is no specific copyright law liability.

However, there is a no-fault type site/content blocking system under Articles 55-56 of the Copyright Law.
This provides a system for blocking of access to infringing internet content by the Ministry of
Communication and Informatics (KOMINFO). It is further regulated by a Joint Regulation of the Ministry
of Law and Human Rights and Ministry of Communication and Informatics No. 14 of 2015 / No. 26 of
2015.5 Complaints must be reported to the Ministry of Law and Human Rights through the Directorate
of Intellectual Property ("DGIP"). With sufficient evidence, the DGIP may recommend KOMINFO to block

access to the infringing content. Pursuant to DGI P6s
content that infringes Copyrights and/or Related Rights in the electronic system or render the electronic

system services inaccessible.

5.3 Internet law violations by intermediaries

There is a separate internet law regime which includes a notice and takedown and safe harbour system

through which I P infringements appearing on internet
Article 25 of the Electronic, Information and Transactions Law, 2008 as amended in 2016 (EIT Law)

states that content created on the internet is protected as Intellectual Property Rights. The Ministry of

Communication and Informatics ("MOCI/KOMINFO") Circul ar Letter No. 5 of 2016 (

Limitations and Responsibilities of Platform Providers and Merchants in E-Commerce Using User-
Generated Content Platforms was issued under the EIT law. This provides a safe harbour system for
intermediaries who meet the requirements in it. These include ensuring that the intermediary imposes
specified terms and conditions for its operation and usage by traders/users. Secondly, intermediaries
must take action upon complaints by an IP owner to remove/block infringing content, along with a notice
and takedown (and counternotice) system.

Shttp://www.bentoelgroup.com/group/sites/bat a4sq96.nsf/lvwPagesWebLive/DO9T5KAG/$FILE/medMDA7TGDV.pdf?openelement
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6. IP Enforcement by Customs Authorities at the Border

Indonesia has established two mechanisms for IP enforcement by Customs Authorities at the border,
judicial and ex-officio. Such mechanisms have already been regulated under Law No. 10 of 1995 as
amended by Law No. 17 of 2006 on Customs. In fact, the mechanisms are in place since 1995 and
already adopting the Section 4 (special requirements related to border measures) of Part llI
(Enforcement of Intellectual Property Rights) of the WTO TRIPS.

While IP enforcement by Customs Authorities in the WTO TRIPS only covers copyrights and
trademarks, the Government Regulation No. 20 of 2017 made a huge leap by covering enforcement of
not only copyrights and trademark, but also other IP rights.

For the Implementation of the Government Regulation, the Supreme Court has enacted Regulation
(Peraturan Mahkamah Agung) No.6 of 2019 on Temporary Suspension Order and Ministry of Finance
enacted Regulation (Peraturan Menteri Keuangan) No.40 of 2018 on Recordation, Detention,
Guarantee, Temporary Suspension, Monitoring and Evaluation for Controlling Import and Export of
Goods Suspected of IP Infringement.

Minister of Finance Regulation also covers enforcement of copyrights and trademarks at the border
utilizing the new recordation system.

6.1 Recordation process for trademarks and/or copyright

The recordation system is a tool that can be utilized by Customs Authorities in its efforts to enforce IP
under ex-offcio mechanism. The system contains IP database (copyright and trademark) that are
recorded based on the application request and data submitted by IP owner and/or IP holder.

IP owner/holder must provide assistance to the Customs Authority in the recordation application process
and focal point that is able to response any queries from Customs Authorities in a swift manner.
Therefore, it is important for IP owner/holder to have an established legal entity in Indonesia. In addition
to trademark certificates or copyright information and information about the genuine goods, the
application must include legal documents relating to the company, authorized importer/exporter
information and a statement of liability from the IP owner/holder.

IP owner/holder must also appoint an Examiner who can verify genuine products and who understands
distribution and trademarking of such genuine products. Once the application is submitted, Customs will
review the application and approve/reject the application within 30 days. The record is valid for one year
and is renewable.

6.2 Suspension of Goods

Customs Authority has the right to suspend the release of imported or exported goods suspected of
infringing copyright and trademark. Customs will then notify the IP owner/holder of such suspension, the
IP owner/holder will need to send confirmation of its decision to either apply to Commercial Court for
suspension order or other legal action to Customs within two days.

6.3 Suspension order

Customs Authority has the right to suspend the release of imported or exported goods suspected of
infringing copyright and trademark. Customs will then notify the IP owner/holder of such suspension, the
IP owner/holder will need to send confirmation of its decision to either apply to Commercial Court for
suspension order or other legal action to Customs within two days.

6.4 Examination of suspended goods

After receiving the suspension order, Customs will detain the goods for ten working days. The IP
owner/holder and/or its representative must send request for examination schedule to Customs to
examine the detained goods which will be attended by all related parties, including the Examiner. The
request must be submitted at maximum two working days after Customs received the detention order.
If more time is required, the IP owner/holder can apply to for extension of detention to Commercial Court
for a maximum of ten working days.
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6.5 Legal action/settlement

After the ten working days detention period, should the goods be proven to infringe IP and there be no
settlement, the IP owner/holder can take further legal action which could means either civil or criminal
action or settlement.

*The Recordal process for trademarks and/or copyright is shown in Annex 2 of this Chapter.

7. ADMINISTRATIVE IP ENFORCEMENT

Indonesia does not use administrative remedies. Trademark and Copyright infringement is either
criminal or civil.

8. OTHER ENFORCEMENT ISSUES
8.1 Alternate Dispute Resolution

Article 93 of the Trademarks Law allows civil trademark infringement disputes to be settled through an
arbitration or an alternative dispute resolution. This is defined in the Elucidation to the trademark law as
negotiation, mediation, conciliation, and other means selected by the parties.

Article 95 of the Copyrights Law allows dispute settlement through alternative dispute resolution,
arbitration or courts. In addition, where the parties are in Indonesia settlement of disputes through
mediation is allowed.

8.2 Warning letters and settlements

Many IP disputes are resolved by issuing a warning letter, and the IP owner and the alleged infringer
resolve the dispute. Settlement Agreements and Undertakings can be used to reach a resolution.
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ANNEX la: FLOWCHART FOR CRIMINAL PROCEDURE FOR TRADEMARK
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ANNEX 1b: FLOWCHART FOR CRIMINAL PROCEDURE FOR COPYRIGHTS
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ANNEX 2: FLOWCHART ON CUSTOMS RECORDATION PROCESS FOR TRADEMARKS AND/OR COPYRIGHTS
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IP ENFORCEMENT i LAOS

1. THE IP ENFORCEMENT SYSTEM UNDER TRIPS

Laos is a civil law country; therefore, written laws set out all the rules and procedures for IP enforcement.
As a WTO TRIPs member Laos commits to providing enforcement measures’. These comprise:

A civil remedies, comprising judicial procedures, evidence rules, injunctions, damages, other
remedies, information to rights holder and rights of indemnifications to defendants, as well as
provisional measures (preliminary injunctions and search and seizure orders);

customs interceptions of infringements;

A criminal remedies, at least for willful trademark counterfeiting or copyright piracy on a
commercial scale.

This Manual sets out how these apply to counterfeiting (trademark infringements) and piracy (copyright
and related rights infringements).

2. TRADEMARKS AND COPYRIGHT

Laosb6s Law on | ntiRlawe)c tsatail p Plreaotpees ttyr ddiemar k rights, ¢
among others, and protection of such rights. The law sets out acts of trademark infringement and
copyright/ related rights infringement. IP Law also specify infringing acts that constitute IP offences.

2.1. Rights establishment/registration

Under Article 5.3 of IP Law, trademarks must be registered at the Department of Intellectual Property

(DiPO ) , under Ministry of MBST0Odnde adred pTeodlrerdiewhgy R@ fg ht
trademarks are established based on trademark use instead of registration (Article 58 of IP Law). Under

the Madrid Protocol, Laos accepts applications under the international registration system.

Copyright and related rights are established automatically upon creation and fixation of the works,
without registration required (Articles 5.4 and 92 of IP Law). However, holders of registration certificates
may use the certificates for evidence when it comes to a dispute or violation. IP Law protects literary,
artistic, literacy works and their compilation under copyrights, with the work types specified in Article 92
of IP Law. In addition, performances, phonograms, broadcasts and satellite signals carrying encrypted
or unencrypted programs are subject to the protection of related rights, under Article 96 of IP Law.

2.1.1. Trademark infringement

Under Article 58 of IP Law, a trademark owner has the rights to i

A prevent all third parties from using identical or similar signs for goods or services which are
identical, similar, or related to those in respect of which the trademark is registered where such
use would result in a likelihood of confusion;

A prevent the sales or advertisements of goods bearing the mark or the use of the mark in
connection with services, and the importation or importation of goods bearing such a mark; and

A protect their rights against infringements by opting for Court action and invoking the rights to
damages.

Accordingly, the above acts conducted without authorization will be considered as violations of industrial
property rights, under Article 121 of IP Law.

Under Article 125 of I P Law, Odécounterfeit trademark g
bearing without authorization a trademark which is identical to the trademark validly registered in re-

spect of such goods, or which cannot be distinguished in its essential aspects from such a trademark,

and which thereby infringes the rights of the owner of the trademark in question. It shall be a violation

to manufacture, sell, offer for sales, advertise or otherwise market, or to import or export counterfeit

trademark goods.

" Part Il of TRIPS - Articles 41-61
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Under Article 148 of IP Law, the intentional infringements as provided in Article 121 of IP Law in relation
to violations of industrial property rights® and Article 125 of IP law in relation to trademark counterfeiting,
will be considered as criminal offenses.

2.1.2. Copyright and Related Rights

2.1.2.1 Copyright

Copyright owners will have the moral rights® to:
A First disclosure and publication of the works;
A Attribution, including the rights to i

- claim authorship of the works;

- have his or her name shown and used in connection with publicity concerning the work;
- use a pseudonym or to publish the work anonymously;

- object to any misattribution of the works;

- object to the use of his or her name in connection with the works that the authors did not
create or that has been modified.

A Object to any distortion, mutilation or any other modifications of the works, where such actions
would be prejudicial to the author's honour or integrity.

The economic rights1® generally include 1

A Making a collection of such works;

A Reproducing such work in any manner or form (including distribution of copies of such works);
A Translating the works;

A Broadcasting the works;

A Communicating the works to the public by any wire or wireless diffusion on by rebroadcasting;

Communicating the broadcast of the work to the public by loudspeaker or any other analogous
instrument transmitting, by signs, sounds or images.

Accordingly, the above acts conducted without authorization will be generally considered as copyright
infringements, under Article 103 of IP Law.

2.1.2.2 Related Rights

Under Article 107 of IP Law, owners the related rights (i.e., performers) will have the moral rights to T

A claim to be identified as the performer of his performances (except where omission is dictated
by the manner of the use of the performance); and

A object to any distortion, mutilation or other modification of his performances (that would be
prejudicial to their honour and reputation).

Depending on the involvement in the making of the works, relevant stakeholders may have different
sets of rights, including i

Performers/ Producers of Phonograms

- For unfixed performances (exclusively for performers):

- the broadcasting and communication to the public of their unfixed performances (except
where the performance is already a broadcast performance);

8 Under Article 9 of IP Law, industrial property is composed of patents, petty patents, industrial designs, trademarks, trade names, layout-design of integrated circuits,
geographical indications and trade secrets.

9 Article 101 of IP Law

0 Article 102 of IP Law
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A

- the fixation of their unfixed performances.

The direct or indirect reproduction of their performances fixed in phonograms or the
phonograms themselves.

The making available to the public through sale or other transfer of ownership (provided that
such right shall not extend to subsequent sales or other transfers of ownership of the original
and of the same copy of the fixed performance that has been lawfully sold or otherwise
transferred with proper authorization);

The commercial rental to the public of the original and copies of their performances fixed in
phonograms or the phonograms themselves, even after such phonograms have been
distributed under authorisation.

The making available to the public of their performances fixed in phonograms or the
phonograms themselves, by wire or wireless means, in such a way that members of the public
may access them from a place and at a time individually of their choice.

The transfer of ownership over performances works or phonograms by contract or inheritance.

Broadcasters and Broadcasting Organizations

A
A
A

A
A

The fixation of their broadcasts.

The reproduction of fixations of their broadcasts;

The rebroadcasting by wireless means of their broadcasts.

The communication to the public of television broadcasts of their broadcasts;

The transferring to own broadcasts works by contract or inheritance.

Accordingly, the above acts conducted without authorization will be considered as infringements of
related rights, under Article 112 of IP Law.

2.13

Infringements against copyright and related rights

Under Article 123 of IP Law, the infringements against copyright and related rights includes 1

A

A

A

committing an act of infringement as described in Article 103 or 112 of IP Law (as mentioned
above);

circumventing effective technological measures used by performers or producers of
phonograms in connection with the exercise of their rights and that restrict acts, in respect of
their performances or phonograms, which are not authorized by the performers or the
producers of phonograms concerned or permitted by law;

performing any of the following acts, knowingly or having reasonable grounds to know that it
will lead to an infringement of copyright or related rights:

- Removing or altering any electronic rights management information without authority;

- distributing, importing for distribution, broadcasting, communicating or making available
to the public, without authority, performances, copies of fixed performances or phono-
grams knowing that electronic rights management information has been removed or al-
tered without authority.

recording or disseminating of satellite signal carrying encrypted or unencrypted programs for
commercial purposes without the authorization of the lawful distributors.

In addition, under Article 126 of IP Law, pirated copyright goods shall mean any goods:

A

A

made without the consent of the right holder or person duly authorized by the right holder in the
country of production;

made directly or indirectly from an article including the use of any instruments for recording
cinematographic works in the movie theatres.

It shall be a violation of IP Law to produce pirated copyright goods, or to, sell, offer for sale, advertise
or otherwise market, or to export or import such goods.
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3. CRIMINAL IP ENFORCEMENT
There are three main sets of regulations covering criminal IP enforcement in Laos i

A IP Law. This law will define criminal acts involving IP subjects and relevant thresholds for
criminality;

A Criminal Procedure Code. This code will be relevant for procedure (within Police, prosecutors
and criminal courts) from initiating an investigation against IP infringements to the final verdict
against the infringers;

A Penal Code. The code simply mentions relevant IP criminal sanctions and violations.

3.1.1 Criminal acts defined in IP Law

Under Article 148 of IP Law, the criminal offences of IP are intentional violations of
A Article 121 of IP Law in relation to violations of industrial property rights11;
A Article 123 of IP Law in relation to violation of copyright and related rights;

A Article 125 of IP in relation to trademark counterfeits; and

A Article 126 of IP Law in relation to copyright piracy.

Article 121 of IP Law lays out a framework on acts considered as violations of industrial property rights
(including trademark rights) while Article 125 of IP Lawexpress | y define O6counterfeit t
and relevant infringing acts involving the goods. Article 125 of IP Law inherits the spirit of relevant
definitions of O6counterfeit trademark goodsd from TRI

3.1.2 Criminal procedure

Under Article 167 of IP Law, infringements against intellectual property rights especially counterfeit,
deceive, fraud, unfair competition that results in serious damages, produce, sales of counterfeit goods
or trademark counterfeiting or infringement of copyrights or related rights and regulations on industrial
property protection shall be punished by criminal measures.

Criminal prosecution can be initiated through the Police, who refer the case to a public prosecutor for
criminal court action.

3.1.3 Police

Under Article 46 and 47 of Laos Criminal Procedure Law (Criminal Procedure Law), the Police has the
rights and duties as below:

A To accept and record complaints regarding offences;
A To immediately report to the public prosecutor regarding offences;

A Toissue an order to open investigations, and send a copy of the order to the public prosecutor

immediately;
A To proceed to investigate;
A To use coercive measures and release any suspect who was detained, and to report in writing
to the public prosecutor;
A To appeal against the orders of lower-level public prosecutors to higher-level public prosecutors;
A Cooperate with other organizations;
A To summarize the investigation and prepare a case file to be submitted to the public prosecutor.

1 Under Article 9 of IP Law, industrial property is composed of patents, petty patents, industrial designs, trademarks, trade names, layout-design of integrated circuits,
geographical indications and trade secrets.



3.1.4 Criminal prosecution

The cause of opening an investigation may include a compliant/petition on a criminal offence and
proactive discovery of traces of an offence (by the Police or public prosecutor).

In case the individuals or organizations file a petition or complaint to the Police, the Police will have a
period®? of 5 days (in straightforward cases) or 10 days (in complicated cases) to consider it before
ordering an investigation, rejecting the complaint or forwarding it to the relevant authorities for further
proceedings. For rejection circumstance?!?, the complainant could appeal the rejection in 7 days and the
public prosecutor will have 5 days to consider it.

The Police must!* investigate, summarize the investigation and prepare the case file together with
exhibits, and shall send those to the public prosecutor within 3 months. They may also request for
extending the investigation period up to 12 months in total.

Under Article 152 of Criminal Procedure Law, the public prosecutor shall study the investigation result
within 15 days since the receipt of the case file and inform the Police whether the result of the
investigation is complete or not. In case the result of the investigation has proved to be not yet complete,
the public prosecutor shall return the dossier of the case to the Police accompanied by instructions for
additional investigation (within the timeframe of 2 months under Article 110 of Criminal Procedure Law).

The Peopl eds Cour t 5tweicdndiderhha vase sioce the date i tedeives such order
from the public prosecutor. Upon consideratio n the Peoplebs Court may

A send the case file back to the public prosecutor for additional investigation or for expanding the
scope of the charges and involved individuals; or

A open a hearing.
After the hearing, t he themwipddeardgivet m the deferdiant vitlsini 30
days'6 from the date of judgement announcement. The defendant will have 20 days'’ to appeal the
Courtds decision. The court of appeal wi || o¥

fromthedateof having received the case file. After
and send the decision to the office of judgement enforcement within 10 days?°.

* Please refer to Annex 1 of this Chapter for the flowchart of Criminal Procedure.
3.1.5 Criminal penalties

Under Article 246 of Laos Penal Code, any person who violates the intellectual property, counterfeits,
lies, deceives, competes improperly the intellectual property, which damages the other person, shall be

A punished by one year to three years of imprisonment or re-education without deprivation of
liberty; and

A fined from 5,000,000 LAK (approx. US$565) to 20,000,000 LAK (approx. US$2,260).

3.1.6 Defences to trademark infringement and copyright piracy

A Intent2

As IP crimes should be intentional, the defence is around whether the accused has the intent to infringe
the relevant trademark, copyright or related rights.

A Limitations and Exceptions

Infringement of Industrial Property Rights??. IP holders may invoke the limitations and exceptions where
the unauthorized acts may not constitute infringements. In relation to infringements against industrial

2 Under Article 90 of Criminal Procedure Law
3 Article 93, Criminal Procedure Law

4 Under 110 of Criminal Procedure Law

15 Article 165, Criminal Procedure Law

16 Under 210 of Criminal Procedure Law

7 Under Article 214 of Criminal Procedure Law
18 Under Article 216 of Criminal Procedure Law
19 Under Article 222 of Criminal Procedure Law
20 Under Article 148 of IP Law

2 Under Article 121 of IP Law

48

deci

de



property rights, where the claimed rights are invalid (due to unsatisfied protection conditions) or the
term of protection for those rights has expired, it may not constitute infringements.

Copyright and related rights_infringement?2. In relation to the fair use defence against the claim of

copyright and related rights infringement, the alleged infringers may argue that they are i

A

> >

making quotations from a work which has already been lawfully made available to the public,
provided that their making is compatible with fair use, and their extent does not exceed that
justified by the purpose (including quotations from newspaper articles and periodicals in the
form of press summaries);

utilization, to the extent justified by the purpose, of literary or artistic works by way of illustration
in publications, broadcasts or sound or visual recordings for teaching or scientific research,
(provided such utilization is compatible with fair practice);

reproducing, by photography or cinematography, images of works of fine art, photographs, and
other artistic works, and works of applied art, provided such works have already been published,
publicly displayed, or communicated to the public, where such reproduction is incidental to the
photographic or cinematographic work and is not the object of the photographic or
cinematographic work;

Translating literary works into Braille or other characters for visually impaired persons;

Reproducing a computer program where such reproduction occurs in the ordinary operation of
the computer program (providing the use of the computer program is consistent with terms of
authorization of the copyright owner);

Reproducing a work embodied in electronic media for backup or archival storage, or for
replacement of a legally acquired work that is lost, destroyed or fails to work.

4. CIVIL IP ENFORCEMENT

Laoshasathree-t i ered civil court system, court of fi
CapitalPeopl ebs Court for cases exceeding the auth
(including the relevant Regional People Court
Peopleds Court (located at Vientiane Capital).

UnderArt i cl e 49 of Laos Civil Procedure Law, only
right consider a commercial case as a court of first instance. Therefore, the infringements against
copyright and trademarks can be referred to the Provincial/ Capi t al Peopl ebs
infringement has occurred or where the asset which forms the basis of the claim is located or where the
defendant resides).

Under Article 48 of Civil Procedure Law, cases relating to violations of copyright trademark are decided
by the commercial chamber.

4.1

Grounds of actions and civil remedies

Under Article 133 and 135 of IP Law, a plaintiff suffering from an infringement of intellectual property

has

the right to file a judicial action to the

Under Article 140 of IP Law,t he pl ainti ff may request the Peo

A

p>

>

the infringer to desist from an infringement;
the suspension of Customs procedures;

the seizure of goods to prevent the entry into the channels of commerce of imported goods that
involve the infringement of an intellectual property right, immediately after customs clearance
of such goods;

a declaratory judgment of infringement;

the infringer to pay damages adequate to compensate;

rst ins
orities
and Pr
the pi

Court [

Peopl e
pl eés C

the infringer to pay the right holder expenses, Ww

2 Under Article 115 and 116 of IP Law
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A that goods that have been found to be infringing, be destroyed or otherwise disposed of in such
a manner that such goods will not enter channels of commerce;

A that materials and implements the predominant use of which has been in the creation of the
infringing goods be disposed of outside the channels of commerce in such a manner as to
minimize the risks of further infringements.

I n addition, under Article 144 of | P Law, I P hol der s
to order prompt provisional measures to preserve relevant evidence on the alleged infringement and
prevent i

A aninfringement of any intellectual property right from occurring; and

A the entry into the channels of commerce of goods, including imported goods immediately after
customs clearance.

4.2 Right to Information

Article 138 of the IP Law stipulates that where a party in an IP infringement lawsuit can prove that
appropriate evidence proving such party's claim is under the control of the other party and is therefore
inaccessible, the former party shall have the right to request the court to compel the latter party to
provide such evidence.

4.3 Damages

Under Article 141 of th 1P Law, the Peopleds Court st
compensate the party making the claim for its losses and to deprive the infringer or other violator of any
profitfromitsunl awf ul act. The Peopleds Court may order reco
even where the infringer did not knowingly, or with reasonable grounds to know, engage in infringing

activity.

4.4 Indemnification of Defendant

Article 143 of IPLawmayr equest the Peoplebs Court to order a par:
taken and who has abused enforcement procedures to provide to a party wrongfully enjoined or

restrained with compensation including expenses in connection with the legal action, which may include

attorney's fees for the injury suffered because of such abuse.

4.5 Civil procedure

Under Article 66 of Civil Procedure Law, the plaintiff may submit a claim to the P e o p ICeud, stating
the damage suffered, nature of dispute and the involved rights and interests.

The defendant has the rights to admit aRdompmlCeutpsart of
may decide without trial, under Article 68 of Civil Procedure Law. When the plaintiff withdraws his/her
claim in part, the court shall only consider the part not withdrawn.

Under Article 70 of Civil Procedure Law, for commercial case (including trademark and copyright
violations), the proceedings must commence within fifteen days, upon receipt of the claim.

The plaintiff has the rights to appeal the decision of the P e o p ICeud of first instance within 20 days
from the date of the decision, under Article 98 of Civil Procedure Law. Once the timeframe for appeal
or objection has ended, the Court of first instance must submit the appeal to the Court of appeal within
20 days. Since the receipt of the appeal, the Court of appeal will have 60 days?3 to consider it. The
Court may summon the litigants to appear in the trial under a similar manner with the Court of first
instance and should publish the decision within 30 days from the date of decision.

5. ECOMMERCE IP INFRINGEMENT FOR TRADEMARK AND COPYRIGHT

IP Law contains no specific provisions on e-commerce IP infringement. Laos has Law on Electronic
Transactions and Consumer Protection Law, but the law does not yet cover IP enforcement in e-
commerce platforms.

2 Article 99 of Civil Procedure Law.
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6. CUSTOMS IP BORDER ENFORCEMENT
6.1 Recordal process for trademarks and/or copyright

Laos allows for Customs recordal. Based on the recordal, the Customs will monitor the goods flowing
through the border. The recordal dossier should include relevant registration certificates and documen-
tation to help identify counterfeit/ infringing products, including pictures and general information about
the genuine products subject to the recordal and relevant identifications.

6.2 Suspension of goods

Under Article 8 of Instruction on Customs Measures for The Protection of Intellectual Property Rights
No. 1970/MOF (Customs Measures Instruction) dated 8 September 2011, the Customs authorities
shall, within 3 (three) working days from the receipt of such application, issue an instruction accompa-
nied with the application and supporting documents to the relevant customs officer(s), in order to inspect
suspected goods. Otherwise, the Customs shall serve the applicant a written notice with reasons in
case of rejection.

If the Customs has found that the suspected goods are infringing goods, it shall immediately order the
suspension of such goods and, within 24 hours, serve a written notice of such suspension to both the
relevant importer or exporter and the applicant and send a copy of the notice to the Customs Depart-
ment or relevant regional customs office, under Article 9 of Customs Measures Instruction.

Under Article 12 of Customs Measures Instruction, Customs may maintain the suspension for ten (10)
working days; however, the suspension period may continue if the applicant has provided evidence that
judicial action has been initiated.

6.3 Court decision

According to Article 11 of Customs Measures Instruction, the applicant must initiate judicial action with
the P e o p ICeuid against the owner of the allegedly infringing goods within ten (10) working days upon
receipt of the notice of suspension. Failure to initiate judicial action within the statutory time entitles the
customs officer to release the goods immediately (Article 15 of Customs Measures Instruction).

Where a Peoplebds Court decision has r uobodsidthetowreet t he s
of the goods shalll be fined in accordance with the C
has ruled that the suspended goods are not infringing goods, the customs officer shall apply the security

of the applicant to pay for any expenses and damages arising from such suspension in accordance with

Peopl eds Court dofCustars Measufedlnstruction).e 14

6.4 Relevant fees for Customs measures

There is no fee for informing Customs of counterfeit or pirated goods in Laos. However, the applicant
must pay a security deposit of LAK 10,000,000 (approximately US$1,130) prescribed in Article 5 of
Customs Measures Instruction.

This deposit serves as assurance for the suspended goods. If the applicant fails to initiate judicial action

within the 10 working days, the Customs must immediately release the suspended goods, and the
applicantés security deposit will be applied to compe
(Article 15 of Customs Measures Instruction). The same applies in cases where Court action is initiated,

butthe P e 0o p ICaui rslles that the suspected goods are not infringing goods, the Customs shall apply

the security deposit to pay for any expenses and damages arising from the suspension, in accordance

with the P e o p ICeué decision. (The remainder of the security deposit after such payment shall be

returned to the applicant, under Article 14 of Customs Measures Instruction).

*The Customs Recordal process is shown by way of a flowchart in Annex 2 of this Chapter.

7. ADMINISTRATIVE IP ENFORCEMENT
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Under Article 127 of IP Law, IP holders may request the administrative authorities to handle dispute
resolution. These remedies will focus on the resolution of disputes related to the registration of industrial
property rights, new plant varieties, copyright and related rights.

8. OTHER ENFORCEMENT OPTIONS
8.1 Alternative Dispute Resolution

Along with the above dispute resolutions, Article 127 of IP Law sets out other alternative resolutions
that parties can carry out to settle IP infringement cases. Such resolutions are Reconciliation, Mediation,
Remedy through Economic Dispute Resolution Committee, and International dispute settlement.

8.2 Warning letters and settlements

Many IP disputes are resolved by issuing a warning letter, and IP owner and the alleged infringer resolve
the dispute. Settlement Agreements and Undertakings can be used to reach a resolution.
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ANNEX 1: FLOWCHART FOR CRIMINAL PROCEDURE FOR TRADEMARK AND COPYRIGHTS

Police/Public
Prosecutor
proactively initiates
a case

Police investigates Prosecutor study the investigation
. the case and send result, send an orlder to Peopl eds
Petition accepted | case files to Court in case the investigation result
/ g > Prosecutor — is sufficient
N

Individual files a J

petition to Police
\ If the Court

agrees with
Petition rejected J the case

|
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